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CONSUMER-AUTHORIZED CONTROLLED
DISTRIBUTION OF TRUSTED SOURCE
DATA

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application Ser. No. 62/639,673, titled “Consumer-Autho-
rized Controlled Distribution of Trusted Source Data,” filed
by Kenneth Jarman, et al., on Mar. 7, 2018.

This application also claims the benefit of U.S. Provi-
sional Application Ser. No. 62/814,546, titled “Graphical
User Interfaces (GUIs) for Displaying Trusted Source Data,”
filed by Michael Jarman, et al., on Mar. 6, 2019.

This application incorporates the entire contents of the
foregoing application(s) herein by reference.

TECHNICAL FIELD

Various embodiments relate generally to truthful asset
verification.

SUMMARY

Apparatus and associated methods relate to a 3rd Party
Asset Verification module (3PAV module) embodied in a
computer system configured to: (1) transmit a unique access
code to at least one entity, the unique access code (la)
associated with a user and the user’s asset information, and
(1b) permits access to the user’s asset information stored in
the controlled access data store, and (2) in response to a
request for data from a broadcasted receiver of the unique
access code, the request including the unique access code,
returning the user’s asset information stored in the con-
trolled access data store. In an illustrative example, the
unique code may be generated upon the user providing
authorization, over a network, for other parties to access the
user’s asset information. Various implementations may pro-
vide for secure and controlled access to the user’s trusted
asset data, which may increase efficiency in a consumer-
dealer-lender transaction.

Various embodiments may achieve one or more advan-
tages. For example, some embodiments may advantageously
provide a lender with the consumer’s income and asset
information by requesting permission from the consumer to
securely collect their income and asset data and communi-
cate that data to the lender(s). With accurate and truthful
income and asset information, the lender will be able to offer
a more informed, accurate, and competitive financing bid in
the seller of goods’ credit sale. A 3PAV module that elec-
tronically and dynamically provides truthful and reliable
consumer income and asset information to a lender may
substantially mitigate or eliminate the lender being a victim
of seller of goods fraud (e.g., it keeps the sellers of goods
honest). The 3PAV module may also provide the seller of
goods with reliable and truthful consumer income and asset
information by requesting permission from the consumer to
securely collect their income and asset data and communi-
cate that data to the seller of goods. The 3PAV module may
distribute a consumer’s banking data file to sellers of goods
and/or lenders at the time the consumer applies for financ-
ing, advantageously allowing for speedy, dynamic, and
real-time processing of consumer financing applications.

The details of various embodiments are set forth in the
accompanying drawings and the description below. Other
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features and advantages will be apparent from the descrip-
tion and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a block-diagram of an exemplary multi-
party ecosystem including a consumer, a “seller of goods”
(per the UCC Article 2) who offers sales financing in the
form of “chattel paper” (as defined in UCC Article 9),
multiple lenders (e.g., potential “assignees” of the chattel
paper), and a 3rd party asset verification (3PAV) module.

FIG. 2 depicts a block-diagram view of an exemplary
3PAV module and its constituent parts, along with various
components that interface with the 3PAV module.

FIG. 3 depicts a flowchart of an exemplary asset verifi-
cation process.

FIG. 4 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

FIG. 5 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

FIG. 6 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

FIG. 7 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

FIG. 8 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

FIG. 9 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

FIG. 10 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

FIG. 11 depicts a display screen including an exemplary
graphical user interface (GUI) configured to interface with a
user.

Like reference symbols in the various drawings indicate
like elements.

DETAILED DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

FIG. 1 depicts a block-diagram of an exemplary multi-
party ecosystem 100 including a consumer, a “seller of
goods” (per the UCC Article 2) who offers sales financing in
the form of “chattel paper” (as defined in UCC Article 9),
multiple lenders (e.g., potential “assignees” of the chattel
paper), and a 3rd party asset verification (3PAV) module. In
an exemplary scenario, a consumer 105 (e.g., “Consumer
A”) initiates a purchasing process by engaging with a seller
of goods 110 (e.g., an auto seller of goods). The seller of
goods offers good for sale (e.g., boats, motorcycles, manu-
factured homes, cars/automobiles). The consumer desires to
purchase one of the seller of goods’ products. However, the
consumer in this scenario does not have adequate monetary
assets to purchase one of the products offered by the seller
of goods outright. In order for the consumer to purchase one
of the products being sold by the seller of goods, the seller
of goods offers to extend credit (as a credit seller/creditor) to
the consumer using a retail installment contract (RIC). A
retail installment (sales) contract (RIC) is a conditional
contract that requires that a third-party lender (a separate
entity from the seller of goods acting as the first lender) to
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approve financing for the consumer (as a prospective pur-
chaser/borrower) before the sale of the car is official.

To satisfy the conditions of the RIC, the seller of goods
will have a “credit sale,” where multiple lenders 115 bid on
the financing for the consumer. Multiple lenders may pro-
vide financing services to the seller of goods offering to
finance the debt for the consumer, thus allowing the con-
sumer to acquire one of the products offered by the seller of
goods on credit. Each lender may provide different financing
offers (e.g., having different terms or rates) to the seller of
goods. For example, a seller of goods may auction the
RIC/“chattel paper” (as defined by UCC Article 9) for the
consumer to the highest bidder (lender) via an auction site.
However, the lenders are not able to generate a highly
informed and customized financing offer because the lenders
do not have accurate income and asset information for the
particular consumer. The lender may receive some income
and asset information from the seller of goods, but the lender
has no way to verify that this information received from the
seller of goods is correct (e.g., due to the chance of seller of
goods fraud).

Accordingly, a 3rd party asset verification module 120
(3PAV module) advantageously provides the lender with the
consumer’s income and asset information by requesting
permission from the consumer to securely collect their
income and asset data and communicate that data to the
lender(s). With accurate and truthful income and asset
information, the lender will be able to offer a more informed,
accurate, and competitive financing bid in the seller of
goods’ credit sale. A 3PAV module that electronically and
dynamically provides truthful and reliable consumer income
and asset information to a lender may substantially mitigate
or eliminate the lender being a victim of seller of goods
fraud (e.g., it keeps the sellers of goods honest). The 3PAV
module may also provide the seller of goods with reliable
and truthful consumer income and asset information by
requesting permission from the consumer to securely collect
their income and asset data and communicate that data to the
seller of goods. Accordingly, the 3PAV module may distrib-
ute a consumer’s banking data file to sellers of goods and/or
lenders at the time the consumer applies for financing,
advantageously allowing for speedy, dynamic, and real-time
processing of consumer financing applications. The result is
that a lender’s due diligence becomes “turnkey” (e.g.,
already ready for immediate use), saving the lenders money
in the process.

The function of the 3PAV module may provide for an
improved method of proving up a consumer’s ability to pay.
For example, traditionally lenders rely on scorecards based
on information from seller of good (e.g., seller data inputs).
In this situation, there may be a significant chance that the
seller of goods will inflate the consumer’s ability to pay.
Consequently, lenders may make bids that price in the risk
of a seller of goods inflating a consumer’s income. The
3PAV module may advantageously and objectively validate
a consumer’s ability to pay by accessing their online bank-
ing information. Accordingly, the 3PAV module gives more
transparency to a lender regarding a given consumer’s
ability to pay, which may result in lenders reflecting more
appropriate finance pricing to the consumer.

In an illustrative process example, a purchase process
starts with a consumer 105 (e.g., “Consumer A”) going a
seller of goods’ place of business (e.g., a dealer showroom)
and engaging with a seller of goods (Arrow 1). The con-
sumer desires to purchase a product from the seller of goods
110. However, the consumer does not have the requisite
assets needed to purchase the product, so the seller of goods
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4

proposes that the consumer purchase the product on credit.
The consumer then gives their personal information (e.g.,
name, phone number, date of birth, social security number)
to the seller of goods to determine the consumer’s qualifi-
cation for financing. The seller of goods now has “permis-
sible purpose” to pull credit/banking/asset information,
check the veracity of the consumer’s stated income, and
underwrite the deal.

Next, the seller of goods logs into a 3PAV module seller
of'goods interface (e.g., a web-based interface) using a seller
of goods computer 125 (e.g., “Seller of Goods Computing
Device”). Using the 3PAV module seller of goods interface,
the seller of goods inputs various consumer identifying/
contact information (e.g., name, phone number, email) asso-
ciated with the consumer, which is transmitted to the 3PAV
module (Arrow 2). The 3PAV module then sends an elec-
tronic message (e.g., in the form of a text message) to the
consumer’s electronic device 130 (e.g., “Consumer A Com-
puting Device”) associated with the consumer’s identifying/
contact information containing a web-link asking permis-
sion from the consumer to give the seller of goods (and/or
prospective lenders) access to the consumer’s income and
asset data (Arrow 3). The consumer opens the web-link to a
secure web interface and responds to the request by indi-
cating that they give permission to access their asset infor-
mation.

The consumer enters their bank account identifying infor-
mation (e.g., the consumer’s bank, routing number, account
number, and/or online bank login username/password) in the
secure web interface, which is securely transmitted to the
3PAV module (Arrow 4). Now that the 3PAV module has the
consumer’s bank account identitying information, the 3PAV
module sends a data-pull request (Arrow 5a) to a banking
information repository entity 135 requesting access to the
consumer’s banking data stored in a banking information
database 140 (e.g., “Banking Information DB”) and associ-
ated with the consumer’s bank account identifying informa-
tion. In some examples, the 3PAV module may query an
application programming interface (API) of the banking
information repository entity, which may provide the 3PAV
module with secure access to the consumer’s banking data.
In response to the data-pull request, the banking information
storage entity sends the consumer’s banking data back to the
3PAV module (Arrow 6a). In various embodiments, the
banking information storage entity may be a banking data
aggregator that has access to various banking data reposi-
tories. In some examples, other data sources may be
accessed by the 3PAV module. For example, the 3PAV
module may send a data-pull request (Arrow 5b) to an
“other” information storage entity 145 requesting access to
other types of data (stored in other databases 150) associated
with the consumer. In response, the “other” information
storage entity may send other types of data associated with
the consumer back to the 3PAV module (Arrow 65). This
type of data may be, for example, Lexis-Nexis identity data,
liens/judgements data, and/or credit data. The 3PAV module
will then store the received consumer’s banking data (and
optionally other data such as identity/lien/judgment/credit
data) in computer memory storage, and process, manipulate,
and/or curate the data into a structured data format (e.g., a
PDF, XML, and/or JSON file).

Next, the 3PAV module generates a unique consumer code
that is associated with the consumer’s banking data, where
the unique consumer code allows restricted access the
consumer’s banking data in a structured data format. Next,
the 3PAV module gives the seller of goods access to the
unique consumer code (Arrow 7). In some examples, the
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3PAV module may send a consumer financial/banking data
report to the seller of goods that has the unique consumer
code embedded into the report. A seller of goods or lender
that has the unique consumer code may utilize the code in an
API request to the 3PAV module to receive the consumer’s
banking data in structured data format to determine the
consumer’s ability to pay. In some examples, the 3PAV
module may send the consumer’s banking data in a struc-
tured data format (e.g., in a XML or JSON file) in response
to a valid API request. In various embodiments, the seller of
goods (and/or lenders) may receive the consumer’s banking
data in a report format upon completion of the consumer
authentication. For example, after a consumer has authen-
ticated their banking credentials, the seller of goods may
immediately access the consumer’s banking data through a
seller of goods (web interface) dashboard powered by the
3PAV module. The seller of goods may recall the “Verifi-
cation of Assets Order” that is now “Complete,” and choose
to view or save a PDF report file.

In various embodiments, the seller of goods may send
(Arrow 8a) the unique consumer code to a cloud server,
which in some examples, may be an online auction platform/
website 155. The online auction platform may then send a
broadcast message to various lenders 115 (Arrow 8b), where
the broadcast message contains the unique consumer code.
In some examples, the seller of goods may choose which
lenders receive the broadcast message. With the unique
consumer code in hand, a lender may then send an API
request containing the unique consumer code to the 3PAV
module (Arrow 8¢), requesting the consumer’s financial/
banking information. In response to a valid API request
(e.g., containing a valid unique consumer code), the 3PAV
module may respond to the lender by providing the lender
with the associated consumer’s banking data in a structured
data format (e.g., an XML or JSON format). Having access
to the consumer’s asset data in structured data format may
advantageously allow the lender to calculate a more accurate
and customized financing offer for the seller of goods that
takes into account the consumer’s income and assets.
Accordingly, the 3PAV module may give the lenders reliable
income and asset information that they were previously
unaware of, allowing the lenders to make a more informed
decision about what type of financing offer to present to the
seller of goods.

FIG. 2 depicts a block-diagram view of an exemplary
3PAV module and its constituent parts, along with various
components that interface with the 3PAV module. A 3PAV
module 200 includes at least one processor 205 (e.g., CPU).
The 3PAV module includes memory 210 (e.g., volatile
memory such as RAM, and non-volatile memory NVM).
The NVM may contain program instructions (e.g., P1, P2)
that when executed by the processor, cause the processor to
perform functions to perform asset verification operations.
The 3PAV module includes an input/output (I/O) 215. In
some examples, the /O may include a keyboard, a mouse,
and/or a display screen. In various embodiments, the /O
may include a network port configured to connect to a
network. In various examples, the /O may include a wire-
less communication device.

The 3PAV module includes multiple engines that power
the various functions of the 3PAV module. The various
engines of the 3PAV module may be entirely automated,
advantageously providing for increased speed and reliability
versus manual (human) asset verification/underwriting. An
asset request engine 220 may receive a request from a seller
of goods to access the consumer’s asset data. In response,
the asset request engine may send a request to a consumer
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(via the consumer’s electronic device 130) asking the con-
sumer for permission to access the consumer’s asset infor-
mation. Once a consumer has given permission to access the
consumer’s asset information, an asset data-pull engine 225
may communicate with a remote asset information database
140 that stores the asset data of the consumer, such that the
asset data-pull engine extracts consumer asset information
from the asset database. The extracted consumer asset
information may be stored in the NVM of the 3PAV module.

An asset data processing engine 230 may perform various
processing steps on the extracted consumer asset informa-
tion. For example, the asset data processing engine may
properly format the extracted consumer asset information,
may derive various metrics from the extracted consumer
asset information, may validate/error check the extracted
consumer asset information, and/or may organize/structure
the extracted consumer asset information (e.g., from an
unstructured data format to a structured data format). A
report generation engine 235 may generate a unique (PDF)
report based on the processed consumer asset information
generated by the asset data processing engine.

In some examples, various data points may be included in
the data file, and various processing steps may be applied to
the data. For example, data points may include net income
and/or net deposits. Net income and/or net deposits could be
calculated to match disparate lenders policies. For example,
Lender 1 may “gross up” net income by multiplying the net
income by 125%, while Lender 2 may gross up net income
by using a factor of 130%. In this sense, generated reports
may be custom tailored to the various wants/needs of each
lender (e.g., the reports may be ordered “al a carte” with
certain features, advanced analytics, etc.). Various compu-
tations may be performed on the data, such as searching or
aggregation. The output of reports may provision other
“alternative data” (e.g., non-bank account data) and provide
it with the report (e.g., data such as soft FICO score, credit
data, advanced identity checks, liens and judgement data,
subprime credit reports, etc.).

A code generation and association engine 240 may gen-
erate a unique consumer code associated with and linked to
a specific consumers asset information. The code may be
used as an access key that allows the holder of the code to
gain access to the specific consumer’s asset information. For
example, the specific consumer’s asset information may be
encrypted, and the code may be a decryption key that can be
used to decrypt the encrypted consumer asset information.
The code generation and association engine may send the
unique consumer code to an authorized seller of goods/
lender. In some examples, the code generation and associa-
tion engine may send the unique consumer code to the
authorized seller of goods, who may then distribute to the
code to lenders. In this sense, the code generation engine
may perform code assignment to a specific consumer’s
banking information and controls access to that information.

A structured data disbursement engine 245 may deliver
structured (or semi-structured) data to a seller of goods
computer system 125, and/or lender computer system 260.
For example, the structured data disbursement engine may
send structured asset data associated with the consumer to a
dashboard displayed on the seller of goods computer system.
The structured data disbursement engine may, for example,
distribute the consumer’s asset data to the seller of goods
(e.g., in a read-only PDF “ability to pay” report) having the
last three months (or 90 days) of bank statement history. The
structured data disbursement engine may, for example, out-
put a structured XML/JSON file and send it to a lender (or
lenders). In some examples, the structured data disburse-
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ment engine may only distribute a consumer’s structured
asset data to a seller of goods/lender in possession of the
specific consumer’s unique consumer code. For example,
the lender computer system may have a 3PAV module
interface that allows for a code to be submitted to the 3PAV
module. In response to receiving a valid code, the structured
data disbursement engine may transmit the consumer’s
structured asset data. An API engine 250 may facilitate
interfacing of the 3PAV module with various other computer
system (e.g., the seller of goods or lender computer sys-
tems). For example, the lender computer system may make
a call to the 3PAV module API with a unique consumer code,
and in response, the 3PAV module may transmit the con-
sumer’s asset data associated with the unique consumer
code.

In various examples, the various engines may be program
instructions that are stored on the NVM. In some embodi-
ments, the consumer device may be a smartphone device. In
various embodiments, the structured data may be in PDF,
XML, or JSON format. The transmission of data in the
above process may be accomplished via a network 255 (e.g.,
the Internet). In some examples, the 3PAV module may be
employed where a consumer has a lower quality credit score
(e.g., less than 660).

FIG. 3 depicts a flowchart of an exemplary asset verifi-
cation process. An asset verification process 300 starts (at
305) with a 3PAV module receiving a consumer’s personal
identifying information that has been submitted, for
example, using a seller of goods’ (online web) interface. In
response (at 310), the 3PAV module sends an electronic
message (e.g., text message) destined for the consumer’s
device, where the electronic message contains a (web) link
requesting permission to access the consumer’s banking
information. At this point (at 315), the consumer may decide
to move forward with the asset verification process or not.
If the consumer decides not to move forward with the asset
verification process (e.g., the consumer does not respond to
the web link), then the consumer’s banking information is
inaccessible by the 3PAV module (at 320).

If the consumer decides to move forward with the asset
verification process (e.g., the consumer responds to the web
link), the 3PAV module then prompts the consumer (via a
web interface) to choose their banking institution (at 325).
Next, the 3PAV module prompts the consumer to input their
online banking credentials associated with their banking
institution (at 330). Next (at 335), if the inputted online
banking credentials are not valid, then the 3PAV module
(again) prompts the consumer to input their online banking
credentials. If the inputted online banking credentials are
valid, then the 3PAV module accesses the consumer’s online
banking accounts and prompts the consumer for which bank
accounts to add (at 340). After the consumer selects which
of their bank accounts they would like to add, the 3PAV
module then extracts (at 345) the consumer’s banking infor-
mation from the banking data repository (e.g., the banking
information DB of the banking information storage entity
shown in FIG. 1).

Next, the 3PAV module stores (at 350) the extracted
consumer’s banking information in memory. The 3PAV
module then generates (1) a unique access code associated
with the stored consumer’s banking information, and (2) a
consumer banking information report (at 355). Next, the
3PAV module transmits the (processed/structured/curated)
consumer banking information (e.g., in the form of the
consumer banking information report) to the seller of goods,
along with the unique access code associated with the
consumer’s banking information (at 360). On the seller of
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goods’ side (at 365), the seller of goods communicates/
broadcasts the unique access code to prospective lenders
(e.g., through an online auction platform). In response to
receiving the unique access code, a given lender makes an
API call requesting access to the consumer’s banking data.
At 370, if the API call from the lender does not contain a
valid unique access code associated with the consumer’s
banking information, then the lender is denied access to the
consumer’s banking information. If the API call does con-
tain a valid unique access code, then (at 380) the lender is
allowed to access the stored consumer’s banking informa-
tion in the form of a structured data file (e.g., an XML or
JSON file). With the (reliable/accurate/trustworthy) con-
sumer’s banking information in hand, the lender may then
offer bids to purchase the chattel paper associated with the
goods the consumer is purchasing from the seller of goods
on credit.

In an illustrative example, the once the consumer authen-
ticates their online banking credentials, the seller of goods is
able to view an output report (in PDF format). The output
report may contain the unique access code that corresponds
to the consumer. The seller of goods may then “copy and
paste” the unique access code into a predetermined field in
an online auction platform to broadcast the code to one or
more lenders. After receiving the broadcasted code, Lender
1’s computer system may recognize the code and (automati-
cally) make an API call to the 3PAV module requesting a
data file containing the consumer’s banking information (to
enhance the Lender 1’s underwriting decision). In response
to a valid API call, the 3PAV module may recall the
consumer’s banking information and deliver it to Lender 1,
for example, in Lender 1’s preferred format (e.g., an XML
or JSON file). The consumer’s banking information cap-
tured from the consumer’s banking source could also be
combined with other “alternative data” (e.g., identity/lien/
judgment/credit data). In some embodiments, lenders may
be able to choose (e.g., include or exclude) certain data
points or metrics in their requested data file (e.g., order a
consumer’s data “a la carte”).

FIG. 4 depicts a display screen 400 including an exem-
plary graphical user interface (GUI) configured to interface
with a user. In this exemplary depiction, a first user may be
a seller of goods, such as automobiles, for example. The first
user may input their information when creating a new
order/transaction.

FIG. 5 depicts a display screen 500 including an exem-
plary graphical user interface (GUI) configured to interface
with a user. In this exemplary depiction, a second user may
be a consumer, such as automobile purchaser, for example.
The user interface depicts an electronic (text) message 505
displayed on the second user’s electronic device (e.g., a
smartphone), the message including a link to a website
where the second user may authorize controlled and selec-
tive access to the second user’s information (e.g., asset,
employment, and/or credit information).

FIG. 6 depicts a display screen 600 including an exem-
plary graphical user interface (GUI) configured to interface
with a user. When a second user gives authorization for
access to the second user’s information, a system may
generate a code 605 (TurboPassCode) that allows user’s
access to the second user’s information. For example, a 377
party asset verification module (3PAV module) tangibly
embodied in a computer system may generate unique access
code associated with the second user’s information, which
may allow parties (e.g., the second user, the first user the
seller of goods or a lender) to access the second user’s
information through the 3PAV module. An exemplary 3PAV



US 11,115,392 Bl

9

module is described with reference to U.S. App. Ser. No.
62/639,673, titled “Consumer-Authorized Controlled Distri-
bution of Trusted Source Data,” filed by Kenneth Jarman, et
al., on Mar. 7, 2018, the entire contents of which is hereby
incorporated by reference. A user may select “Confirm
Access” to validate a unique code to gain access to the
second user’s information via the 3PAV module. One the
second user confirms their information, they may be pre-
sented with a message indicating their have successfully
linked their account.

FIG. 7 depicts a display screen 700 including an exem-
plary graphical user interface (GUI) configured to interface
with a user. Once the second user has given authorization for
access to the second user’s information by other parties, a
user interface may be available and displayed to the (first)
user. The interface may include selection 705 for “View
Report,” that when selected, may cause an information
report associated with the second user’s information to be
downloaded by the electronic device of the (first) user. In
some examples, the information report may be displayed on
the (first) user’s electronic device. The user interface may
also indicate 710 where the first user is in the asset verifi-
cation process. A search box 715 may allow for searching of
different users.

FIG. 8 depicts a display screen 800 including an exem-
plary graphical user interface (GUI) configured to interface
with a user. This screen depicts an exemplary information
report associated with the second user, which may be
displayed on a user’s electronic display device in response
to selection of “View Report,” for example. The report may
include various metrics, data, and/or parameters associated
with the second user. For example, the report may contain a
section 805 for summarizing an applicant’s (second user’s)
information. The report may include verified information
810. The report may include, for example, an asset report
summary 815 showing various parameters associated with
the user’s (financial) information. The report may include, in
some implementations, a deposits section 820 indicating
various parameters associated with the various deposits of
the second user (in the second user’s asset accounts, for
example). In some embodiments, a report may include other
information (e.g., the unique code, a reporting period, veri-
fied user information). The report may be accessible over a
network, for example, by a third user, who may be a lender
user participating in an (electronically operated) automobile
lending auction system, and who may have access to the
second user’s information by virtue of having possession of
the unique code associated with the second user’s informa-
tion. The third user may provide the unique code to a 3PAV
module, which upon verification of validity of the unique
code, may allow access to the second user’s information (as
graphically shown in the information report).

FIG. 9 depicts a display screen 900 including an exem-
plary graphical user interface (GUI) configured to interface
with a user. As shown under the “Organizations” heading, a
user interface may include a list of organizations and param-
eters associated with each organization. An organization
may be a user that utilizes the functions, systems, and
methods of a 3PAV module for selective and controlled
access to a user’s information (e.g., as shown in the report
described above). In this case, an organization may be a
seller of goods, such as automobiles, for example. The
depicted interface may allow for administrative overview of
users of the functions, systems, and methods of a 3PAV
module.

FIG. 10 depicts a display screen 1000 including an
exemplary graphical user interface (GUI) configured to
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interface with a user. As shown under the “Orders” heading,
a user may input a unique code to validate an information
report associated with the second user. For example, a
second user (e.g., a consumer) in possession of the unique
code associated with the second user’s information may
enter the premises of a first user (e.g., an auto dealership).
The second user may then transmit or communicate the
unique code to the first user, which may then allow the first
user to access the second user’s information (as contained in
the information report) over a network via the 3PAV module.
This controlled information access method may advanta-
geously (1) prevent the first party from taking in a fraudulent
report, and (2) allow the second user to selectively distribute
the second user’s information (via the second user’s infor-
mation report) in a controlled and secure fashion.

FIG. 11 depicts a display screen 1100 including an exem-
plary graphical user interface (GUI) configured to interface
with a user. As shown under the “Users” heading, a list of
current users of the 3PAV functions, systems, and opera-
tions, along with the various parameters associated with the
users.

Although various embodiments have been described with
reference to the Figures, other embodiments are possible.
For example, lenders may use a 3PAV module having access
to a consumer’s bank statements to prove a (self-employed)
consumer’s income and/or assets. The 3PAV module may be
highly suited to accurately prove up and report on income/
assets for a consumer having unique financial history (e.g.,
a consumer operating in the “gig economy” with multiple
side deals and sources of income (such as W2 income or
child support income)). For example, a consumer’s stated
income may be inaccurate or misleading. If a consumer’s
FICO is high enough, they can be unemployed and yet still
have assets. Accordingly, the 3PAV module will true up a
given consumers real ability to pay (e.g., income AND
assets).

A consumer’s “ability to pay” may be how much money
they make each month (e.g., pure income). The 3PAV
module may bring new insights into a given consumer’s
ability to pay by having direct access to the consumer’s
banking data (e.g., average balance, residual cash flow,
deposits). Furthermore, the lenders may be confident that a
given consumer’s bank data they are being provided with via
the 3PAV module is accurate and reliable, as it is coming
from a trusted third party source.

In some examples, a consumer may give permission to the
3PAV module to pull the last 90 days of the consumer’s
banking information. The functionality provided by the
3PAV module may be used by any (auto) seller of goods or
any (auto) lender, and may provide interactive dashboards
for both sellers of goods and lenders to view the consumer’s
banking information. The 3PAV module may advanta-
geously allow for financing to be provided to a consumer
synchronously at the time the consumer is applying for
financing for a product offered by a seller of goods. Accord-
ingly, the 3PAV module may allow for a new and useful
technological solution for controlling data sources and com-
municating data between multiple parties in a consumer/
seller of goods/lender transaction.

In some examples, a unique consumer code may be
included in the (PDF) report sent to the seller of goods by the
3PAV module. The seller of goods may copy the unique
consumer code and send it (e.g., via email) to lenders so the
lenders can interface with the 3PAV module to access the
consumer’s banking/asset information. The seller of goods
may, for example, copy the code from the (PDF) report and
then paste the code in a field of an auction platform, so that
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prospective lenders on the auction platform can use the code
to access a specific consumer’s banking/asset information.
Accordingly, the auction platform may include standard
auction output plus the code that is communicated from the
seller of goods to the lender

In some examples, lenders may have access to a consum-
er’s asset/banking data via an interactive dashboard, as well
as a raw structured data file. In various examples, a (PDF)
report of a consumer’s banking/asset data may have an
appearance similar to a bank statement. The (PDF) report
may have the same format regardless of the banking insti-
tution of the consumer.

Different lenders may have different ways of processing
data. For example, Lender A may multiply net income by
120% to arrive at gross income, while Lender B may
multiply net income by 125% to arrive at gross income. In
various embodiments, lenders may create their own custom
profiles and share with the 3PAV module, such that the 3PAV
module sends a customized output to each lender based on
the given lender’s data preferences. In some examples, a
“stability factor” may be the consumer’s home address listed
on the consumer’s bank statements, which may be used to
prove residency for a lender. The stability factor may be a
parameter that can be customized by each lender, so that
lenders who want to see the stability factor can have that
information included in the structured consumer’s data file.
Automatically providing the stability factor to the lenders
may advantageously provide for a faster and easier way for
lenders to verify the residency of a given consumer.

In various embodiments, a deposit on a consumer’s bank
statement may have an associated meta tag (e.g., a verified
employer meta tag, verified social security income meta tag,
child support meta tag). These meta tags may be used to
customize which data is sent to a seller of goods/lender. For
example, the 3PAV module may only send specific data that
applies to specific lender to that lender. In some embodi-
ments, the 3PAV module may transmit other financially-
pertinent data that includes, for example, the number of
repossessions (repos) of the consumer, or the consumer’s
judgments/liens. The 3PAV module may selectively transmit
this additional financially-pertinent data to a given lender,
based on the lender’s data preferences. Depending on which
lender/seller of goods is requesting the given consumer’s
data, the specific lender/seller of goods will receive the data
they want out of it (e.g., a custom filter separate from the
consumer’s unique code). In this sense, the consumer’s
banking/asset information transmitted by the 3PAV module
may be customized for a specific seller of goods/lender.

A “curated” data file or report may be a data file or report
that is custom tailored to the preferences of a given lender.
For example, some lenders may desire lien/judgment data
for consumers, while other lenders may not. So a 3PAV
module may report lien/judgment data to lenders who desire
that data, while withholding lien/judgment data for lenders
who do not desire that data. In various examples, each
generated report may include a unique access code, with
each code being associated with a specific consumer’s
banking/financial data. A consumer may authenticate their
own bank account, which may allow for a seller of goods/
lenders to see the consumers cashflow for the last 90 days,
for example. In various examples, the various functions of a
web link, web page, web interface, or web application may
be performed by a computer program (e.g., a smartphone
application or APP) being executed locally on a consumer’s
computing device (e.g., a smartphone).

Some aspects of embodiments may be implemented as a
computer system. For example, various implementations
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may include digital and/or analog circuitry, computer hard-
ware, firmware, software, or combinations thereof. Appara-
tus elements can be implemented in a computer program
product tangibly embodied in an information carrier, e.g., in
a machine-readable storage device, for execution by a pro-
grammable processor; and methods can be performed by a
programmable processor executing a program of instruc-
tions to perform functions of various embodiments by
operating on input data and generating an output. Some
embodiments may be implemented advantageously in one or
more computer programs that are executable on a program-
mable system including at least one programmable proces-
sor coupled to receive data and instructions from, and to
transmit data and instructions to, a data storage system, at
least one input device, and/or at least one output device. A
computer program is a set of instructions that can be used,
directly or indirectly, in a computer to perform a certain
activity or bring about a certain result. A computer program
can be written in any form of programming language,
including compiled or interpreted languages, and it can be
deployed in any form, including as a stand-alone program or
as a module, component, subroutine, or other unit suitable
for use in a computing environment.

Suitable processors for the execution of a program of
instructions include, by way of example and not limitation,
both general and special purpose microprocessors, which
may include a single processor or one of multiple processors
of any kind of computer. Generally, a processor will receive
instructions and data from a read-only memory or a random-
access memory or both. The essential elements of a com-
puter are a processor for executing instructions and one or
more memories for storing instructions and data. Storage
devices suitable for tangibly embodying computer program
instructions and data include all forms of non-volatile
memory, including, by way of example, semiconductor
memory devices, such as EPROM, EEPROM, and flash
memory devices; magnetic disks, such as internal hard disks
and removable disks; magneto-optical disks; and, CD-ROM
and DVD-ROM disks. The processor and the memory can
be supplemented by, or incorporated in, ASICs (application-
specific integrated circuits). In some embodiments, the pro-
cessor and the member can be supplemented by, or incor-
porated in hardware programmable devices, such as FPGAs,
for example.

In some implementations, each system may be pro-
grammed with the same or similar information and/or ini-
tialized with substantially identical information stored in
volatile and/or non-volatile memory. For example, one data
interface may be configured to perform auto configuration,
auto download, and/or auto update functions when coupled
to an appropriate host device, such as a desktop computer or
a server.

In some implementations, one or more user-interface
features may be custom configured to perform specific
functions. An exemplary embodiment may be implemented
in a computer system that includes a graphical user interface
and/or an Internet browser. To provide for interaction with a
user, some implementations may be implemented on a
computer having a display device, such as an LCD (liquid
crystal display) monitor for displaying information to the
user, a keyboard, and a pointing device, such as a mouse or
a trackball by which the user can provide input to the
computer.

In various implementations, the system may communicate
using suitable communication methods, equipment, and
techniques. For example, the system may communicate with
compatible devices (e.g., devices capable of transferring
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data to and/or from the system) using point-to-point com-
munication in which a message is transported directly from
a source to a receiver over a dedicated physical link (e.g.,
fiber optic link, infrared link, ultrasonic link, point-to-point
wiring, daisy-chain). The components of the system may
exchange information by any form or medium of analog or
digital data communication, including packet-based mes-
sages on a communication network. Examples of commu-
nication networks include, e.g., a LAN (local area network),
a WAN (wide area network), MAN (metropolitan area
network), wireless and/or optical networks, and the com-
puters and networks forming the Internet. Other implemen-
tations may transport messages by broadcasting to all or
substantially all devices that are coupled together by a
communication network, for example, by using omni-direc-
tional radio frequency (RF) signals. Still other implementa-
tions may transport messages characterized by high direc-
tivity, such as RF signals transmitted using directional (i.e.,
narrow beam) antennas or infrared signals that may option-
ally be used with focusing optics. Still other implementa-
tions are possible using appropriate interfaces and protocols
such as, by way of example and not intended to be limiting,
USB 2.0, FireWire, ATA/IDE, RS-232, RS-422, RS-485,
802.11 a/b/g/n, Wi-Fi, WiFi-Direct, Li-Fi, BlueTooth, Eth-
ernet, IrDA, FDDI (fiber distributed data interface), token-
ring networks, or multiplexing techniques based on fre-
quency, time, or code division. Some implementations may
optionally incorporate features such as error checking and
correction (ECC) for data integrity, or security measures,
such as encryption (e.g., WEP) and password protection.
In various embodiments, a computer system may include
non-transitory memory. The memory may be connected to
the one or more processors may be configured for encoding
data and computer readable instructions, including processor
executable program instructions. The data and computer
readable instructions may be accessible to the one or more
processors. The processor executable program instructions,
when executed by the one or more processors, may cause the
one or more processors to perform various operations.
In various embodiments, the computer system may
include Internet of Things (IoT) devices. loT devices may
include objects embedded with electronics, software, sen-
sors, actuators, and network connectivity which enable these
objects to collect and exchange data. IoT devices may be
in-use with wired or wireless devices by sending data
through an interface to another device. loT devices may
collect useful data and then autonomously flow the data
between other devices.
A number of implementations have been described. Nev-
ertheless, it will be understood that various modification
may be made. For example, advantageous results may be
achieved if the steps of the disclosed techniques were
performed in a different sequence, or if components of the
disclosed systems were combined in a different manner, or
if the components were supplemented with other compo-
nents. Accordingly, other implementations are within the
scope of the following claims.
What is claimed is:
1. A computer-implemented method for controlled distri-
bution of trusted source data, the method comprising:
receiving, over a network, an initial electronic request to
access electronically-stored resource capacity data of a
user stored on a controlled-access data storage device;

in response to receiving the initial electronic request to
access, transmitting, over the network to an electronic
device of the user, an electronic request for authoriza-
tion to access the user’s resource capacity data;
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receiving, via the network, an electronic authorization
transmitted from the electronic device of the user, that
authorizes access to the user’s resource capacity data;

in response to receiving the electronic authorization,
generating a unique access code that provides access to
the electronically-stored resource capacity data of the
user;
transmitting, over the network, the unique access code to
an electronic device of a first entity for transmission to
a second entity;

receiving, from an electronic device of the second entity,
a second electronic request to access the electronically-
stored resource capacity data of the user, the second
electronic request including a request code transmitted
to the second entity by the first entity;

determining whether the request code matches the unique

access code;

if the request code matches the unique access code, then

granting access to the electronic device of the second
entity to electronically read the electronically-stored
resource capacity data of the user from the controlled-
access data storage device; and,

if the request code does not match the unique access code,

then denying access to the second entity to electroni-
cally read the electronically-stored resource capacity
data of the user from the controlled-access data storage
device.

2. The computer-implemented method of claim 1, further
comprising:

transmitting, to the electronic device of the user, a prompt

message that prompts the user to input their resource
identifying credentials.

3. The computer-implemented method of claim 1, further
comprising:

displaying, on an electronic display device, a graphical

user interface (GUI) that displays at least a portion of
the electronically-stored resource capacity data of the
user.

4. The computer-implemented method of claim 1,
wherein the operation of transmitting, over the network to
the electronic device of the user, an electronic request for
authorization to access the user’s resource capacity data,
comprises transmitting a text message to the electronic
device of the user.

5. The computer-implemented method of claim 1,
wherein the controlled-access electronic data store com-
prises a remote database.

6. The computer-implemented method of claim 1,
wherein the second electronic request to access the elec-
tronically-stored resource capacity data of the user com-
prises an application programming interface (API) call.

7. The computer-implemented method of claim 1,
wherein the initial electronic request to access electroni-
cally-stored resource capacity data of a user comprises
personal identifying information associated with the user.

8. The computer-implemented method of claim 1, further
comprising:

generating an electronic report that includes at least a

portion of the electronically-stored resource capacity
data of the user.

9. The computer-implemented method of claim 8, further
comprising:

if the request code matches the unique access code, then

transmitting the electronic report to the electronic
device of the second entity.
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10. A computer-implemented method for controlled dis-
tribution of trusted source data, the method comprising:
receiving, over a network, an initial electronic request to
access electronically-stored resource capacity data of a
user stored on a controlled-access data storage device;
in response to receiving the initial electronic request to
access, transmitting, over the network to an electronic
device of the user, an electronic request for authoriza-
tion to access the user’s resource capacity data;
receiving, via the network, an electronic authorization
transmitted from the electronic device of the user, that
authorizes access to the user’s resource capacity data;
in response to receiving the electronic authorization,
generating a unique access code that provides access to
the electronically-stored resource capacity data of the
user;
transmitting, over the network, the unique access code to
an electronic device of a first entity for transmission to
a second entity;
receiving, from an electronic device of the second entity,
a second electronic request to access the electronically-
stored resource capacity data of the user, the second
electronic request including a request code transmitted
to the second entity by the first entity;
determining whether the request code matches the unique
access code; and,
if the request code matches the unique access code, then
granting access to the electronic device of the second
entity to electronically read the electronically-stored
resource capacity data of the user from the controlled-
access data storage device.
11. The computer-implemented method of claim 10, fur-
ther comprising:
transmitting, to the electronic device of the user, a prompt
message that prompts the user to input their resource
identifying credentials.
12. The computer-implemented method of claim 10, fur-
ther comprising:
displaying, on an electronic display device, a graphical

user interface (GUI) that displays at least a portion of

the electronically-stored resource capacity data of the
user.

13. The computer-implemented method of claim 10,
wherein the operation of transmitting, over the network to
the electronic device of the user, an electronic request for
authorization to access the user’s resource capacity data,
comprises transmitting a text message to the electronic
device of the user.

14. The computer-implemented method of claim 10,
wherein the controlled-access electronic data store com-
prises a remote database.
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15. The computer-implemented method of claim 10,
wherein the second electronic request to access the elec-
tronically-stored resource capacity data of the user com-
prises an application programming interface (API) call.
16. The computer-implemented method of claim 10,
wherein the initial electronic request to access electroni-
cally-stored resource capacity data of a user comprises
personal identifying information associated with the user.
17. A computer-implemented method for controlled dis-
tribution of trusted source data, the method comprising:
receiving, over a network, an initial electronic request to
access electronically-stored resource capacity data of a
user stored on a controlled-access data storage device;

in response to receiving the initial electronic request to
access, transmitting, over the network to an electronic
device of the user, an electronic request for authoriza-
tion to access the user’s resource capacity data;

receiving, via the network, an electronic authorization
transmitted from the electronic device of the user, that
authorizes access to the user’s resource capacity data;

in response to receiving the electronic authorization,
generating a unique access code that provides access to
the electronically-stored resource capacity data of the
user;
transmitting, over the network, the unique access code to
an electronic device of a first entity for transmission to
a second entity;

receiving, from an electronic device of the second entity,
a second electronic request to access the electronically-
stored resource capacity data of the user, the second
electronic request including a request code transmitted
to the second entity by the first entity;

determining whether the request code matches the unique

access code; and,

if the request code matches the unique access code, then

granting access to the electronic device of the second
entity to electronically read the electronically-stored
resource capacity data of the user from the controlled-
access data storage device, wherein the network is the
Internet.

18. The computer-implemented method of claim 17, fur-
ther comprising:

displaying, on an electronic display device, a graphical

user interface (GUI) that displays at least a portion of
the electronically-stored resource capacity data of the
user.

19. The computer-implemented method of claim 17,
wherein the controlled-access electronic data store com-
prises a remote database.

20. The computer-implemented method of claim 17,
wherein the second electronic request to access the elec-
tronically-stored resource capacity data of the user com-
prises an application programming interface (API) call.
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